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3.9 Evaluasi Firewall Jaringan
4.9 Konfigurasi Firewall Jaringan

Tujuan

1. Memahami firewall jaringan

2. Memahami konfigurasi firewall jaringan
3. Melakukan konfigurasi jaringan

.dst

Alat dan bahan

1. Laptop
2. Software Cisco Packet Tracer

Langkah kerja

1. Buka Aplikasi Cisco Packet Tracer di laptop/pc.
2. Buatlah topologi jaringan yang sesuai dengan tugas yang diberikan.
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3. Setting ip dari masing masing pc,yang pertama pada pc 0 dan pc 1 pada
lantai 1.
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VLAN Lantai 1

Physical  Config

PAddress
Subnet Mask
Defaul Gateway
ONS Server

Py Gonfiguration

DHCP.

P8 Address
Link Local Address

Py Gateway

PV DINS Server
21X

[T use 802.1 Security
Authentication
Username:

Password

TOL A @Y QAQAQUE B FE

D5

281182
255.255.255.0
281181

0000

Auto Config

FEBD:20C.8SFFFELT-B20C

I

VLAN Lantai 1

Ewe

EEEA

Physical  Config

PAddress
Subnet Mask
Defaut Gateway
DN Server

Pv6 Configuration

i Adress

Lik LocalAddress

Pu6 Gatewy

PU6 DN Server
021x

] Use 802.1X Securky
Authenticaton
Usermame

Password

Automatically Choose Connection Type

Attributes

D5

281183

255.255:255.0

28118,
0000
Auto Config

FEBD: 200.CFFFEOZ623

VLAN Lantai1

[El e

Physical  Config _Desften

PAdiress
Subnet ask
Defaut Gateway
OIS Server

P8 Confuration
© onee
Pu6 Address
LinkLocalAddress

Pu6 Gateway

Y6 DNS Server
B021x

7] use 802.1x Securty
Autnenticstion
Username

Password

Automaticaly Choose Connection Type.

Programming  Attrioutes

© Auto Config © static

® static

22184
265285 255.0
22181
0000

FEBD:20142FFFEASB26A

Automaticaly Choose Connection Type.
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Physical  Config _ Deskon  Programming  Attrbutes A G,
—

© oHeP © static
P Address 282188

Subnet Mask 255.255.255.0

Defaut Gateway 262,181
DS Server 0000

Py Configuration

VLAN Lantai 1 © oHen © Auto Config

b Address

Link LocalAddress FEB0:290:21FFFES2897D
P Gateway

P8 DS Server

8024%

[T use 802.1% Security

Authentication

Usemame

Password

o (=) 5

ez () (© Reattime [ @ETED)
yImFwe s |5 %=L L

O i ] '

Automatically Choose Connection Type.

M |E e 2 M@ ¢l %
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Attributes e N ) )

Physical  Config _Deskiop  Programming

© e © st =
o F
Subnet Mask 255.255.255.0 i
Default Gateway 283181 M

Ots server 0000

PV Configuration

VLAN Lantai 1 © DHP © Auto Config © static
1PV Address I
Link Local Address FEBD:210:11FF FES17BDA
1PV Gateway =

PG DNS Server
B21x

[F] use 802.1X Securty

Authentication 3 =

Username

Password

B wp

Tme: 014709 )( )

yImFwe 2/~

Automatically Choose Connection Type.

SIS | s cory servoss oot proganmng Atotes ()0 L ) 9
— e
© ouee ® static - =l
P Address 2231 3
Subnet Hask 2552552550 - I
Defaut Gateway 28231
DS Server 0000
P\ Configuration
VLAN Lantai 1 © oree © Auto config © statc

PG Address '
Link LocalAddress FEB0:20D:BDFF FESA4COS
PG Gatewiay 3

PVBDIS Server
s02.1x

[ use 802.1 Securty.

Authentication s -
Usemame

Password

Bwop

e oramss(C ()
dImFwe 5/ ANFE %S A

O I ] v

[© et T

Automaticaly Choose Connection Type
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6. Masuk ke switchO lalu setting id dan nama vlannya,vlan number diberi
nomor 2 karena nomor 1 adalah vlan default ( buat id vlannya 2, nama vlannya
Lantai_1).
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U Atributes

- LAN Configuration I B
'VLAN Number 2 3
LA name Canta 1 ServerpT
swiTcHing Servero
[ ] [romw]
ViAo Viannane
. Goraut
2 Lantai1
RNt 1002 fddi-defautt
1003 token-ng-defaut
004 fodneteraut
Faon 1005 trnet-default
Fazrt
Fatrt
rao quivalent IS Commands
Fao Tame: Leneait =
Swisen(visn) fuien 2 neme Lanvai i
) 2 moditied: il
— = Neme: Lencai 1 ]
PCFT PC-PT Switeh(vlan)$ =
Peo pet
S5

Automaticaly Choose Connection Type.

e
il %y

Physical U atbues
z FastEinemeti/
i
huus
ian 100 Mops © 10 Mbgs Rt
Half Duplex @ Full Duplex Server0
el B
oLt 0
VLAN Lastai 1
Faon
-5 5
Fat
quialent 105 Commands
Fat/t [EErEana- - B
o0 Switehtcontigure terminal
Enter configuration commands, one per lina. Sad with CNTL/Z.
Fa Swiveh (config)#interface FestEthernesl/l
Suivenlconfiguifi
) Switen(contig-if)¢ 3
=3 = Switch(config-if) tswitchport access vlan 2 )
PCAT teh 1Fig=if) ¢ e
e ret
o B 3

(D S

Automaticaly Choose Connection Type

tRoot

Physical U Atributes .

Config

B FastEtherns2/1

Algorithm Settings )| | [kin

100 Mbps ) 10 Mops
Half Duplex @ Full Dupiex

“aarlz g

10

Server-pT
Serverd

VLAN Database

FastEthernet0/1

g Limi

VLAN Lantai 1

FastEthernetd/1
FastEthernets/1

quivalent 10 Commands

Fatlt [ErTEeRTeaRT I TemeTT T T
Suitch(configmif)®

Switen(config-if) fexic

Suiten (config) sinterface Fastithernst2/l

Switch(censig-if)t

Switch(config-if) -

Switch(config-if) tawitchport sccass visn 2 O

Switcn(contig-if

B wp

Automaticaly Choose Connection Type

8. Kemudian masuk ke bagian CLI,ketikkan syntax seperti berikut.
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ERSOLr AL ®F ¢ QAQAQOE BS
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Physical) x 5. y:0

Physical  Config Atributes

108 Command Line Interface

Switeh (vianis
Swizen (vian)fexic
APDLY completed. Server.PT
Zxiting.... Serverd
Switehconfigure terminal

Znter eonfiguration commands, one per line. End with CNTL/Z.
Switch (config)#interface Fastithernesl/l

Switeh(config-if):

Switeh (sonfig-if)t

Switch (config-if) $switchpors access vlan

Switeh(configif):

Switeh(config-if) texit
Switch(config)#interface FastSthernes2/1

Switeh(config-if)$

Fa0il Switeh(configmif)t

Switeh (config-if) fsvitchpars sccess vlan

Switeh(configif)#

Switeh (configmif) #int fa2/L

Switeh (config-if) fswitchpors mode access

Fati Suiteh (config-if) fswitchpors sccess vlan
Switeh(configmif)t

|

VLAN Lantai 1

Fao Switch(config-if) #imt fal/l
3 =3
PC-FT Ll Cirk+F6 to extt CLI focus
= =

<[ I (=) )

e otssas( )

dImFme ||/~

| v
Automatically Choose Connection Type.

10. Masuk ke switch3 daftarkanlah nomor vlan menjadi vlan 3 dan nama
vlannya Lantai_2.

Attributes

VLA Confuraton I
VLA e B
VLAl tame ooz ServerT
pok
Cam ) [remw]
— VAt VAl Name

FastEthernet0/1 1 defaut
3 Lantai_2

VLAN Lantai 1 1002 fodidefaul

1003 token-ring-defaut

FastEthernets/1
FastEthernets/1

1006 fodinet-defaul

1005 trnet-defautt

quivalent I0S Commands

Switen(vian)gvian S name Lancai 2
VIAN 3 modified:

Neme: Lentai 2
Swiveh (vian)$

Q™)

Bop

Automaticaly Choose Connaction Type
20:41

B O % a
B E Ol 0050

EREROL kR ¢ @a@ano
BE/medom

(* Physical)x 2.y 412

Atributes L ISR )

FastEterneti/

idth @ 100Mbps ©) 10 Mbps
Half Duplex.

Server-FT
Server0

Full Duple

asfe

FastEthernet0/1 b o

VLAN Lantai 1

FastEthernet3/1
FastEthernetd/1

FastEthernets/1

Fao/t

quivalent IS Commands
B

switehiconfigure terminal
Znter configurstion commands, one per line. Sad with CNTL/Z.
Switeh(config) finterface FastZthernetl/L

Switeh(config-if) #switehpors access vian 3 [
Switeh(config-ifi®

Bop

(D S

Automaticaly Choose Connection Type
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EERSO0srLddaidr aQaoE BEFE ?

Settings || | plus on
Algorithm Settings || | [idth © 100 bps
SWITCHING
[ viAN Database |

GLOBAL B FastEthernet2/l H

Server-pT
Serverd

Sunfz

| FastEthemetd/l | | |y jmg 10
FastEthernetl/1

VLAN Lantai 1 FastEtherneta/1

quivalent 105 Commands.

[SeeenTeontze— =eeess vIem

Switch(config-ifis

Switeh(config-if) fexic

Switch(config) $interface FastEthernetZ/L

Switch(config-if)®

Switch(config-ifi®

Switeh(config-if) sswivehpors acsess vian 3
toh(eonfig-ifie 2

Elwe

(D e

JHEFsEEA

Automaticaly Choose Connection Type

20:42

-
A% 1077000

Adtrbutes

Physical  Config _CLI

10S Command Line Interface

TR
Suitchgconfigure verminal

Znter configuration commands, one per line. End with CNTL/Z.
Switeh (config) sinterface FastEvhernevl/l

Switeh(configeifif

Switen (config-iz)

Switeh(config-if) fswitehpor aczess vian 3
Switch(config-ifi®

Suwiteh (config-if) fexic

Switch(config) $interface FastEthernetZ/1

Switen(config-ifis

Switeh(config-ifi®

Suiteh (config-if) fswitehpors acsess vian 3

Switeh (zonfig-ifie

Swiveh (config-if) fime fal/l

Suwiteh (config-if) #switehport mode access

Switch (config-if) #switchpors access vian 3

Switen(config-ifi®

Switeh (config-if) int fa2/l

Switeh (config-if) fswitehport mode access

Switeh(config-if) fswitehport acsess vian 3

Switch(config-if) ¢

Switch (config-if) fint fa0/l

Switch (config-if)Eswisch made crunk

Switeh (config-ifiE <

VLAN Lantai 1

Automaticaly Choose Connection Type

Physical

Attributes

GLOBAL B VLA Configuration M
Settings. 'VLAN Number 4 3
Algorithm Settings VLAN Name Lantai_3 Server-PT [
SwricrmG senvrt
—_— Caw ] (remel)
teaeaee | | [vanne VLAt tame

1 defaut
4 Lantai_3

VLAN Lantai 1 1002 fadidefaut

token-ring-defaut

[ FastEthernets/

1005 tmetdefaut

quivalent 105 Commands.

Suiceh(viam fvisn 4 neme Lencais

4 modifisa: i
Name: Lantsi_d B
sohivlin e -

tmeotsess( - ()

ImFme 2L 55550

< i ] v

Automaticaly Choose Connection Type
20:44
10/7/2020

14. Masuk ke FastEthernet1/1 lalu jadikanlah vlan 4
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CHRES

iERd0rh @d i @a@aaoE @=sE ?
X s me @ B
A\ Logical|

Physical) x s5.5: 21

Fou( )

Physical _Config  CL  Aftributes ‘,

GLOBAL FastEthemeti /i

00 Mops
SWITCHING Half Duplex @ Full Dupke:

VLAN Database
[ [} o

g Limi 10

FastEthernet0/1
VLA Lantsi 1

FastEthernets/1
FastEthernets/1
FastEthernets/1

quivalent 105 Commands
Bz

Switchtconfigure terminal

Znter configuration commands, one per line. End with CNTL/Z.
Switch(eonfig) finterface FastEthernetl/l

Switch(configif)®

() e (XD Smsaon)
ymFwe s /L

E i ‘
Automaticaly Choose Connection Type
- 1% _ Iy s

15. Kemudian masuk ke bagian CLI ketikkan syntax seperti gambar dibawah
ini.

] ‘ |
| - 3

105 Command Line Interface o

Switehtulan database =
% Warning: It is recommended to configure VIAN from config mode,
as VLN database mode is being deprecated. DPlease consult user
documentation for configuring VIE/VIAN in config mods.

VLAN Lantai1 VLAN Lantai 2 Switeh(vlan)#vlan 4 name Lantai_3

Switeh(vian):
Swiven(vian)texic
ADDLY completed.

Sxising....
Suicentconfigure tesminal

b Enter configuration commands, one per line. Ind with CNTL/Z.
Swicen (contiq) sintesfece FastStherneci/l

Fal Switeh (config-if)#

Switeh(config-if)®
Swiveh(config-if)#switchpors access vlan 4

Fa0 Switch(config-if)# M
agj =
peor
P2 R
Sien(contig-te)s < )
me: 015830 () © Reaitime [ @I
[ 2 o<
SImswe s | .- FE M=%
<
EE o, .
Automatically Choose Connection Type:

16. Lalu masuk ke CLI pada router dan ketikkan syntax seperti gambar
dibawabh ini.
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VLAN Lantai 1

Fa0n

VLAN Lantai 1

Physical Attributes.

Config

10S Command Line Inerface

Enter configuration commands, one per line. Ind with CNTL/Z.
Router (config)fins fal/0-2

Routss (config-subif) fencapsulation doelQ 2

Soutex (sangis-aubin) tip sdtzess 25.1.18.1 285.255.255.0

Router (config-subif)

oo (concty mumio) p1ne 252403

Router (conig-subif) fencep

Fouter (config-subi)sencepsulasion dotio 3

Eencer(configeubif) iy address 28.2.18.1 258.255.255.0

Routss (config-subif)

Raeor (contie st piae £3/0

Router (config-if) fint £a3/0.4

Router (config-subif) fencap

Routes (config-subif) fencapsulation dotlf 4

Router (config-subif) tip addzess 28.3.15.1 255.255.255.0

Routes (config-subif)t

Router (configmsubif) fint £a0/0

Toutex (sangismif) 1ip sdizass 22.2.3.1 255.285.258.0

Routes (config-if)

oo (conerya0)sauprex sute -
Router (config-if) speed muso ‘
Routex (config-1f)¢

Routex (config-if) ¢ =

Clie6 1o ext CL focus copy

roon( )

Server-PT
Serverd

VLAN Lantai 1

Automaticaly Choose Connection Type

Physical  Config

105 Command Line Interface

TETTErTeSREIS T Fanp e TS
Router (config-if) éspeed suto

Router (config-if) ¢

Router (config-if) int £a2/0.3

Bouter (config-subif)#ip access-group 110 in

Router (config-subif)$access-list 110 deny icmp 3

25.5.15.0 0.0.0.255

Router (contig)

Router (cenfig)faccess-list 110 pevmit iemp 28.2.18.0 0.0.0.255 any
Router (config)#

Routex (config) #int fal/0

Router (config-if) éno sh

Router (config-if) ¢
SLINK-S-CHANGED: Interface FastZthernet1/0, changed state to up

SLINZPROTO-5-UBDOWN: Line protecel on Interface FasiSthernesl/Q,
changed state to up

SLINK-5-GHANGED: Interface FastZthernetl/0.2, changed state To up

LINZDROTO-5-UBDOWN: Line pratscol on Interface FastZthernetl/0.2,
changed state to up

Router (config-if) ¢

Cirl+F6 o ext CLI focus

Ol wp

i ]

oot (

Server-AT
Serverd

Fao/t

Automatically Choose Connection Type.

Physical  Config Atiributes.

cul

108 Command Line Interface

Zoucer (sonfig-ie) an 2070
Router (config-if) n

Router (config-if)s
: Interface 0, changed stace to up

SLINZPROTO-S-UBDOWN: Line protecel on Interface Fastithernet0/0,
changed state to up

Router (config-if)
Router (config-if) fexit

Routes (config) fexit

Routert

45Y5-5-CONFIG_I: Configured from console by console

Routerten

Router (eonfig-if) ad

B wp

roon( (.

Server-pT
Serverd

© Reattime [ @G

Automatically Choose Cannection Type

@Q-d» " B#
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Pada saat praktek untuk menyelesaikan jobsheet, diharapkan ketelitian dalam
pembuatan jobsheet ini.
Evaluasi 1. Firewall adalah suatu system yang dirancang untuk mencegah akses yang

tidak diinginkan dari atau ke dalam suatu jaringan internal.

2. Manfaat Firewall diantara lain : Melindungi komputer dari akses jarak jauh
tidak sah, memblokir pesan yang menaut ke konten yang tidak diinginkan,
menjadikan gaming online lebih aman, dan lain sebagainya.
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