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. | 3.9. Evaluasi Firewall Jaringan
Kompetensi 4.9. Konfigurasi Firewall Jaringan
Dasar Firewall
1. Memahami firewall jaringan
Tujuan 2. Memahami konfigurasi firewall jaringan
3. Melakukan konfigurasi jaringan
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Peraturan :
1. Jobsheet masing" peserta (untuk SS gambar yang akan disertakan
di jobsheet silahkan SS 1 screen, jangan di crop, file jobsheet berbentuk word)
2. File .PKT dari packet tracer
3. Instruksi pengerjaan
a. Semua PC bisa terkoneksi dengan router 0
b. PC 1,2,3,5 bisa terkoneksi dengan router 1
c. PC 1,2,3,5 saling komunikasi
d. PC 4 tidak bisa komunikasi antar PC




Pertama berikan IP static ke semua PC.
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IPAgdress. 19216822
Subnet Mask 266.266.286.0
Defautt Gateway 15218821
DNS Server 0000

1Pv8 Configuration

© oHep © Auto Config

1Pv6 Address. i
Link Local Address FE0:290:21FF:FEBC:ESTT

P8 Gateway E
1Pv8 DN Server
802.1%

PCPT
pet

[T use 8021 Security
1921652 024 Authentication DS v

VLAN2 Usemame.
Areal

Password

O wp

Time: 00:17:05 () ( )

S -@ F4

Automatically Choose Cannection Type

Physical  Confg  Deskiop  Programming  Afribules
soalll || © oHee © Stafic B =
P Address 192.16823 H
Subnet Mask 255255.2550
Default Gateway 192188.21 M
DNS Server 0000
PvS Configuration
© oHep © Auto Config
Py Address '
Link Local Address FEG0.260.47FF FEEBEEAD
Pv8 Gatewray E
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P8 Gateway

P8 DNS Server
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Lalu pergi ke perangkat Switch dan lakukan trunk ke semua interface yang terhubung
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ke switch dan router.
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changea state to up
ALINK-S-CHANGED: Interface FastIthernec/3, changed state to up

SLINZEROTO-S-UBDOWN: Line protecel on Interface FastZtheraet0/3,
changed state to up

Swizch>en
Switehgesnt

Znter configuration commands, one per line. Znd with CNIL/Z.
Switch(config) #int £a0/3

Switen (eenfig-if)gsw

Switch(config-if) fswicchpors mede trunk

Switch(config-if)§
SLINEPROTO-5-UBDOWN: Line provocol on Interface FastEthernes0/3,
changed state to devn

SLINEPROTO-5-UBDOWN: Line provocol on Interface FastEthernes0/3,
changed state to up

Switch(config-ifigno sh
Suitch(config-if)gex
Switch(config)t

I

Time: 00:38:03 (

PC1
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PC3

192.168.3.02¢
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SLINEPROTG-5-USDGAN: Lime protocol on Imverface Fastichernec0rZ,
changed state to up

Swizch>en
Switengesnt

Znter configuration commands, one per line. Znd with CNTL/Z.
switch(config)$ins fa0/z

Switch(eonfig-if) fswitchport mode Trumk

Switch(config-if) fno sh

Switch(config-if) fex

Switch(config)#int £a0/3

Switeh (sonfig-if) fsw

Switch (config-if) fswitchport mode truak

Switch(config-if)®
ALINZDROTC-S-UPDOWN: Line protscsl on Interface FastEthernst0/3,
changed state o dowa

ALINZPROTC-S-UPDOUN: Line protscsl on Interface FastEthernst0/3,
changed state to up

Switch(eonfig-if) ¢no sh
Switch(config-if) tex
Switch (configid]

]

7
PCPT
pC1

192.168.2.024

vLAN2
Areat

[l wop

=
PG-PT
182.168.3.03

VLAN3
Areaz
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Znter configuration commsnds, cme per line. EZad with CNIL/Z.

Switch{config) §vlan 2
Switch(config-vlan) ¢vlan name areal

% Invalid input decected s '~' markes.

Switch(config-vlan) $name areal
Switch(config-vlan) fint £a0/2
Switch{config-if)fswicchpors mode access
Switch(config-if)#switchport access vlan 2
Switeh(config-if)fint £a0/1
Switch(config-if)#swichpors mode access

s Invalid input detected at =" marker.
Switch{config-if)fex

Switch(config) #int £a0/1
Switeh(config-if)$swithpors made access
 Invalid inpus devected at =" marker.
Switch(config-if)$switchport mode access

Switchiconfig-if)fswitchpert access vlan 2
Switchlconfig-if)t
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Automatically Choose Connection Type.




3. Lalu Switchl buat vlan baru dan masukkan PC yang terhubung ke dalam vlan baru
tersebut.

[ Cisco Packet Tracer - DA Documen Center - NUXENONGM) DATAVDATA KU UL ST S2Adminisives s 2

EERSOrk 98¢F% QAQQ0E BFE ?

Aftibutes e ) )

Physical ~ Config CLI

== 10 Command Line Interface M
Wiz 'i""'l . ﬂ
o1 Switent o
Rolfero $5¥5-5-CONFIG_I: Configuzed fzom comsole by console
Faoi Switengulan 2
% Invalid inpuc detected ac '~' marker.
Faois
Switchicont &

Enter configuravion commands, one per line. End with CNTL/Z.
Switeh(config) $vlan 3
Switch(config-vlan) fvlan name areal

Faon 0

Fa2
% Invalid inpuc decected st '~' marker. =
Fa Switchiconfig-vlen) fname areal |—
a0 Switchiconfig-vlsn) fint fa0/2
Suitencenfig-if)savitenpor: mods secess
Suwivchicenfig-if) favitchpors access viem 2
Switch(config-if)$int £a0/1
Socer Suitenlconfig-if) tavithpor: mode sceess
act P2 pc3 Y
% Invalid inpus desected av '~' merker.
1821682024 19216830724
Suitchlconfig-if) fex s
VLan2 vians
Area i Aarea CireF6 o ot CLI focus Cony

O ®p
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Automatically Choos Connection Type.

4. Lalu di Switch3 buat vlan baru dan masukkan PC yang terhubung ke dalam vlan baru
tersebut.
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el PC3
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SLINEPROTO-5-UPDORN: Line protecol on Interface Fastithernet0/Z, =
changed
3STANTRZZ-2-RICV_DUID ZRR: Received 202.1Q 3PDU on nom crumk
FastStherneso/2 VLANI-

SSDANTREE-2-BLOCK_PUID_LOCAL: Blocking FastEthermet0/2 on VLANOODL.
Inconsistant port typs.

SLINZPROTO-3-UFDOHN: Line protocol on Interface FastZthernetd/Z,
changed state to down

SLINZPROTO-3-UPDOWN: Line protocel on Inverface FastIchernet0/Z,
chenged state to up

Switch>en
Switchtcons ©

Enter configuration commands, one per line. End with CNIL/Z. T
Switch(config) svlan 4
Switeh(config-vian) $name area3
Swizch(config-vian)$ins Zad/1
Switch(config-if) #switchpors mode access
Switch(config-if) #switchport access vlan & ]

Switch(config-if)#

CHrl+F6 to ext CLI focus. copy

[ wp

Lalu di Switch2 buat vlan baru beserta vlan yang sudah didaftarkan di Switch lain, dan
masukkan PC yang terhubung ke dalam vlan baru tersebut.

Automatically Choose Connection Type:
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Switehsen
Switchfcont ©

Znter configuration commands, cne per line. Znd with CNTL/Z.
Switch(config)#ine £a0/1

Switeh (config-if) tex

Switch(zenfigigvian 3

Switch (config-vlan) fname areaZ

Switch (canfig-vlan) fint Za0/1
Switch (config-if) $aw

Switeh (config-if) $switchport mode access
Switoh (sonfig-if) taw

Switch (config-if) $switchport access vlan 3
Switch(canfig-if) fno sh

Switch(config-if)t

Switeh (config-if) tex

Switeh(zanfigigvian 4

192.168.2.0/24 192.168.3.0/3 Switch{config-vlan) fname area3
Switeh (configvian) évien 2 E
e ians Seiteh (config-vian) fname areal E
rea 1 Areaz Seiton (config-vian) =

Conro o e o o) [rae ]
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Lalu di Switch4 buat vlan baru dan masukkan PC yang terhubung ke dalam vlan baru
tersebut.
Lty % _JENE L . i

EERBOLh A QRAAOE BSE 2
Faas B/ - me¢ Hm

10.10.10.202¢ .~}1-F_! Physical  Confiy __CLI_ Aftibutes |+
E 105 Commana Line Iterface =
Ragerd Fress SETUAN to get starbed. =
Faor
Switchsen

Swizchgconf ©
Znter configurasion commands, one per line. 5nd with CNIL/Z.
Switch(config) #vlan 5

Switeh (sonfig-vlan)name avead

Switch (config-ulan) #sw

)

Swicch (config-vlan)$ine £20/1
192.168.2.024 192.168.3.0/2 Switch(config-if)#sw L
Switeh (config-if) fawitchport mode access
VLAN 2 VLAN 3 Switch(config-if) #switchport access vlan § -
area Area2 Switeh iconcigif)d]

CirleF6 to exit CLI focus.

oo

Automatically Choose: Connection Type:

Lalu pergi ke RouterO dan lakukan intervlan, serta aktifkan interfacenya.
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Rouserzen
Routergeont ©

Enter configuration commands, one per line. End with CNTL/Z.
Routex (config) #int £a0/0.2

Rouser (config-subif) gen

—— ik Router (config-subif) fencapsulation dotly 2

Router (ssnfig-subif)#ip add 192.168.2.1 255.285.255.0

Router (config-subif) #int £a0/0.3

Rouser (config-subif) sen

Router (config-subif) fencapsulation dotly 3

Router (esnfig-subif)#ip add 192.168.3.1 255.255.255.0

Router (config-subif) fint £a0/0.4

Rouser (config-subif) sen

Router (config-subif) fencapsulation dotly 4

Rourer (ssnfig-subif)#ip 2dd 192 168 4.1 255.255.255.0

Router (config-subif) #int £a0/0

Rouser (config-if)$no sh

m

Router (eonfig-1f)¢
192.168.2.0/24 1 ALINK-5-CHANGED: Incerface FassSthernesd/0, changed ssate to up

VLAN 2 ALINEPROTO-S-UBDOWN: Line protoeol on Interface FastZthernat0/0,

Area changed state to up 4

oo to it o =

(D e

e
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Lalu tambahkan ip pada interface yang terhubung ke Routerl, dan aktifkan

interfacenya.

P F_m | e o Attrbutes !
Rokerd changed state o up B H
Fa00 - Intertace .3, changed state to up
SLINEPROTO-S-UBDOWM: Line protacel on Interface Fasvitherne:0/0.3
Fatis ® /0%

changed state o up

Fa0i3.
-ok]

: Interfacs .4, changad stzte to up

SLINSPROTO-5-UPDOWN: Line prosacol on Interface FastSshernes0/0.4,
changed state to up

Router(config-ififine £ad/1

Router (config-if)#ip add 10.10.10.2 255.255.255.0

Router (config-ifi#no =3

3 Invalid imput detected st '*' mazker.

Router (config-ifi¢no sh

PC3

Router (config-if)§

192.168.2.0124 192.168.3.024 SLINK 5 CRENGED: Inverface TasuStherneso/l, changed svanE T up =
vianz vian Bouter (config-isifen e
ot area2 Bouter(config) ] -

oot s =

O wp

() S
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Lalu pergi ke Router1 dan lakukan intervlan, serta aktifkan interfacenya.
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192.168.2.02¢ 192.169

VLAN 2 VLA
Area 1 Areg

Touserfeon? © 2
Snter configuration commands, one per line. End with CNTL/Z.

Router {config) fint £a0/1.5

Router (config-subif) ten
% Ambiguous command: "en’
Router (config) fen

Router (config) #int £a0/1.5

Routes (config-subif) ten

Bouter lconfig-subif) fencepsulation dotiQ §

Router (config-subif) $ip edd 192 163 5.1 255 255 255.0
Router (config-subif) $int £a0/1

Router (config-if)fno sh

Router (config-if)#
ALT - Inc

= 1, changed state to up

ALINEPROTG-S-UPDOWN: Line protacsl on Intarface FastSthernse0/1,
changed state te up

3= - Inters: 1.5, changed state to up

ALINZPROTO-S-UPDOWN: Line protecol on Interface FastIthernet0/1.5,
changed state to up

Router (config-if)3|

< i

Tme0z3naz( ) )]

SImFme| 7 ),

Cirl+F8 to extt CLI focus

i ]

10. Lalu tambahkan ip pada interface yang terhubung ke Router0, dan aktifkan
interfacenya.

192.166.2.0024. 192.168.3.
VLANZ Ure
Area t Area2

Automatically Choose Connection Type.
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Router (config-if) no sh

Router (config-ifl#
S5 -

2 1, changed state te up

3LINZPROTO-S-UPDOWN: Lins protocel en Interface FastZthernez0/l,
changed state to up

LT - Inters 1.5, changed state to up

ALINZPROTO-S-UPDOWN: Lins protosel en Interfacs FascSthernat0/1.5,
changed state to up

Router (config-if) fex
Router (config) #int £a0/0

Router (config-if]#ip add 10.10.10.1 285 385 355.0
Router (sonfig-if)gns sh

Router (config-if)#
LT - Ins

= 0, changed state to up

SLINEPROTO-$-UPDOWN: Line proteccl on Interface FastEthernet0/o, =
changed state to up

Bouter (config-i5)4

Time: 03:33:00

I

[Root)(

—_—

11. Jangan lupa melakukan trunking dari Switch3 ke Routerl.

Automatically Choose Connection Type
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Switchren
Switchgeons ©

Znter configuration cermands, one per line. End with CNIL/Z.
Switch{config) fint £a0/2

Switch{config-if)#swischpors mode srunk

Suitch(eonfig-if)3
ALINZPROTO-S_UPDOWN: Line protscsl on Intarface FastIthernet0/Z,
changed state te dowa

ALINEFROTO-S-UBDOWN: Line protocel on Interface FastEthernet0/Z,
changed state to up

Switch(config-if)na =h
tch

CiFB 1o oxt CLfocs capy

O ®p

A\ Logical [(SN0YE) BTN
ooz
ff
rolf|
Fa0iz
295
Sk
Falit ‘
Fa0 |
P
PO
192.168.2.0128 192.168;
VLANZ VLA
Areat Area
« m
Tme:033ss3( ()

dImFwe 5|/

it J

rooti_ (2 )(

r

(& Simulation)

Automaticaly Choose Connection Type.
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PC-PT
]
192.168.2.0124
VLAN2
Area

10.40.10.212¢

ENBOLk LI RAAD
Q@ g/ rmed B

PCFT
PCa.

192.168.3.

VLAN 3
AreaZ.

Tme: 0a:3g:58(_ ) )
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Router (config-if) éno sh

)8
Inters, 1,

Router (config-

- . changsd state to up
Router (config-if) fex

Router (config) &

LLINZPROTO-S_UEDOWN: Line protacsl on Intarface FastItharnsc0/l,
changed state to up

Router (config) ex
Rouserd
45¥5-5-CONFIG_I: Configured from console by console

Routerseont ©
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) frouter rip

Bouter (config-router)fnevwork 192.168.2.
Bouter (config-zouter)fnetwork 192.168.3.
Router (config-router)énetwork 192 168 4.
Router (config-router)énetwork 152 168 5.
Router (config-router)#network 10.10.10_0

Router (config-router)® ~

ot Clain coor

0
0
0
0

O %e

i ]

a

root__)(

Automatically Choose Connection Type:
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21 B
si - Inters 1.5, changed state to L
Rotkero . " e
Fa0/0 S$LINEPROTO-5-UPDOWN: Line protecol on Interface TastEthernet0/1.,
changed state to up
Fare Router (config-if) fex

Router (config) $int £a0/0
Fa0i3 Router (config-if)#ip add 10.10.10.1 255.255.255.0
Router (config-if)fno sh

Router (config-if)§
LT : Inters: 0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocel on Interface FastZthernat0/o,
changed state to up

Router (config-if) fex
Router (config) router rip

Router (config-router) fnetwark 192.168.2.0 =
s Router (config-router) énetwork 182 168.3.0
Router (config-roucer) tnetwark 192.168.4.0 =
Router (config-rouser) éneswork 182 168.5.0 T
(ER{ERT) FREEE Router (config-router) fnetwerk 10.10.10.0 L4
iz TR Router (config-router) & -

AreaZ
Area 1 rea CirieF6 to ext CLI focus. Copy,

[ op

(D S

Automatically Choose Connection Type
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13. Lalu untuk firewallnya ada dua cara yaitu
A. Dengan menggunakan firewall dari PC4.

T L Y R == T 1= ?
Q@ B/ med G
! d

Physical)x &7

Fhysical ~ Config _Deskiop  Programming Aftributes
—

Service @ on O of
nterface |FastEthernet0. -]
Inbound Rujes-
Acton | =] Frotocol 5
Remote P Remote Wikdcard Hask
Remote Port Local Port
[ save ] [ Remove ] [ Add
Remote Remote Remote Local
Acton Protacel 3 Wid Carg Port port
1 Deny cHP 15216640 000255 - -

192.188.2.024

VLAN2

(D (o

Automatically Choose Connection Type

Ini akan membuat PC4 tidak dapat melakukan ping terhadap perangkat lain dan
sebaliknya.

B. Menggunakan Router, dengan menjalnkan sintaks berikut.
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Routericont ©
Znter configuration commands, one per line. End with CNTL/Z.
Router (config) srouter rip

Router (config-zouter) fnevwork 132.168.2.0

Router (sonfig-router) gnetusri 30

Router (config-router) Sneswork 192 168 4.0

Router (sonfig-router) gnetuork 192 168 5.0

Router (config-router) gnetwork 10.10.10.0

Router (config-router) §

Router (config-router) §

Router (config-zouser) fine £a0/0.4

Router (sonfig-subif) tip ace

Router (config-subif)#ip access-group 110 in

Router (sonfig-subif) $£low

Router (config-subif) $ flow-axpo

Router (config-subif) { Elow-saport ver

Router (config-subif) $ flow-export version 9

% Tnvalid inpuc devecced as '~ marker.
1921652024 Router (config-subif) tip Flow-expors versien §

Router (config) #access-1ist 110 deny icmp 152.168.4.0 0.0.0.255 any
VLANZ Router (config) §

Area 1

O we

] 0 ] v
Automatically Choose Connzction Type

Sintaks ini hanya akan mengizinkan supaya PC4 dapat salaing melakukan ping
terhadap Router0, selain itu tidak bisa.




